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FBI, Internet Crime Complaint Center (IC3) - 3.12.2024 [1]
ic3.gov/PSA/2024/PSA241203 Criminals Use Generative Artificial Intelligence to Facilitate Financial Fraud (I-120324-PSA)

1.5.2023 - mainw7 ayTia ,McAfee [2]
businesswire.com The Atrtificial Imposter (survey of 7,054 adults in 7 countries, April 2023; McAfee Labs tests)

20.3.2023 - 2"nIX2 N"7ATIA 0N WO FTC [3]
consumer.ftc.gov Scammers use Al to enhance their family emergency schemes

18.9.2024 - man'v'7 nyvTia ,Starling Bank [4]
starlingbank.com Safe Phrases campaign (Mortar Research, 3,010 UK adults, 21-23.8.2024)

South China Morning Post - 17.5.2024 [5]

scmp.com UK multinational Arup confirmed as victim of HK$200 million deepfake scam
Financial Times; CFO.com; Fortune - 17.5.2024 [6]

ft.com Arup lost $25mn in Hong Kong deepfake video conference scam

14.6.2023 - (13.6.2023) "Xp"INXN UXIDN 7W LIWNA NTYIIA MTY ;The Guardian [7]
theguardian.com - judiciary.senate.gov US mother gets call from 'kidnapped daughter' - but it's really an Al scam

27.7.2024-26 - Fortune-1 01 009 ,Bloomberg [8]
fortune.com Ferrari exec foils deepfake plot by asking a question only the CEO could answer

Euronews - 10.2.2025 [o]
euronews.com Scammers clone ltalian defence minister's voice with Al in ransom scheme

Reuters - 12.2.2025  [10]
reuters.com Italian police freeze cash from Al-voice scam that targeted business leaders

2025 771" - INANP ‘791 ,ynet  [11]
ynet.co.il ("7KaWN DIVIKN T 7W Y1'ON 1 D02 7V) "1'NNN NK O'N7WN O'7KWNT,NIKITN NIXIY X7 KON :N97 0'7pW 97K NIKN"
TwnnmI e [12]
NJ11 N10D1AN NITTAN O'WXNW 0NV INK"T,(2025 'Xn) "O0712701 KOV 123 00N JIN'W NIXIAP7 A1ITN1NITNNN 127X7 nnTK”
isa.gov.il (2025 12101K) "N1MIN 7V NNIINTN

30.9.2025 - jn'm 7w ,ynet  [13]
ynet.co.il ("N1X'70 120N 71UNA O™MUNIM ORIW™71 NINTINT TN NIT 7V) 7KW pm9-9172 AXIN N0 NIND 090 7V NNKY"

8.7.2026 - "miXx7n12amon Twwn  [14]
gov.il/he/pages/us080726 (15.7.2026 13TIV) "NNIWNN "2 7Y 0N ]I N0 M2AIT TAI NIWII970 NIKIIN .ONAKD .O'PNIN .OMxXy"

24.4.202513TV - "miIX7namon wvn - [15]
""Awnn 7V NITN2 NLT7W 1'TNN7 103N 73 29X00KIIN 7V 037 107NWN1 "W TIp onion”
gov.il/he/Departments/General/whatsapp_stolen_accounts

13.5.2026 1371V - "miXx7n12"on Twvn  [16]
gov.il/he/service/cyber-event-report 050-6251119 axovuxna CyBot ;119@cyber.gov.il 770 ;24/7 1'nt 119 110 :"1270 vI'K 7u neT”

10.6.2026 13TV 9Tn - @'PIan 7V Np'oa 7xw ' pia - [17]
boi.org.il/roles/supervisionregulation/scam_phone "NXJ1n 7V N7 O"X{12 OV TP1N"

30.11.2025 - minww7 avTia 7w gaa [18]
boi.org.il (31.5.2026-n PN ,426 1N XPIA 7101 NKAIN) 24/7 NIKIN XKW1 WIIK 31970 NIVNT7 N'O100 NTNINN

WhatsApp Help Center  [19]
fag.whatsapp.com About two-step verification

8.10.2026-11pTa) ,0'plan X [20]
NNIIN NITT,'RIX'7120 - 6 nn17w *8860 :24/7 ,ningo 'N1tn - 076-8050010 :031p0'T - *9391 :077vV19n - *5946 :24/7 NIXKIIN TPIN ,'NIXT
*5120:24/7
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